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Charge to the committee

= Summarize existing knowledge of the effects of health IT
on patient safety

= Make recommendations to HHS regarding specific actions
federal agencies should take to maximize the safety of
health IT-assisted care

= Make recommendations concerning how private actors can
promote the safety of health IT-assisted care, and how the
federal government can assist private actors in this regard
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Key findings

= Health IT can improve patient safety in some areas such as
medication safety; however, there are significantgaps in the
literature regarding how health IT impacts patient safety
overall

= Safer implementation and use begins with viewing health IT
as part of a larger sociotechnical system

= All stakeholders need to work together to improve patient
safety
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Current state of health IT

= Literature has shown that health IT may lead to safer care
and/or introduce new safety risks

= Magnitude of harm and impact of health IT on patient safety
Is not well known because:
— Heterogeneous nature of health IT products
— Diverse impacton different clinical environments and
workflow
— Legal barriers and vendor contracts
— Inadequate and limited evidence in the literature
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Health Professionals,
Health Care Organizations,
Vendors

Features of Health IT Design and Development Implementation

- Workflow - Software requirements - Planning and goal
- Usability and development setting
- Balanced Customization - User interface design - Deployment
- Interoperability - Testing - Stabilization
- Deployment - Optimization
- Maintenance and - Transformation
upgrade

Safer Systems
for Health IT
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Patient engagement tools

= Health IT can lead to safer care by

— Enabling patients and families to participate in their
care

— Helping patients and families become more
knowledgeable about conditions and treatments

— Improving communication among health care
providers, patients, and families

— Facilitating shared decision making

= However, patient use of health IT adds a layer of
complexity to the sociotechnical system
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Recommendations: Summary

Current market forces are not adequately addressing the
potential risks associated with use of health IT.

All stakeholders must coordinate efforts to identify and
understand patient safety risks associated with health IT by:

= Facilitating the free flow of information

= Creating a reporting and investigating system for health IT—
related deaths, serious injuries, or unsafe conditions

= Researching and developing standards and criteria for safe
design, implementation, and use of health IT
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Recommendation 1

The Secretary of Health and Human Services (HHS) should
publishan action and surveillance plan within 12 months that
Includes a schedule for working with the private sector to
assessthe impact of health IT on patient safety and
minimizing the risk of its implementation and use. The plan
should specify:

a. The Agency for Healthcare Research and Quality (AHRQ)
and the National Library of Medicine (NLM) should
expand their funding of research, training, and education
of safe practices as appropriate, including measures
specifically related to the design, implementation,
usability, and safe use of health IT by all users, including
patients. : :

(continued on next slide)
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Recommendation 1 (continued)

b. The Office of the National Coordinator for Health IT (ONC)
should expand its funding of processes that promote safety
that should be followed in the development of health IT
products, including standardized testing procedures to be
used by manufacturers and health care organizations to
assess the safety of health IT products.

c. ONC and AHRQ should work with health IT vendors and
health care organizations to promote post-deployment safety
testing of EHRSs for high prevalence, high impact EHR-
related patient safety risks.

(continued on next slide)
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Recommendation 2

The Secretary of HHS should ensure insofar as possible that
health IT vendors support the free exchange of information
about health IT experiences and issues and not prohibit
sharing of such information, including details (e.qg.,
screenshots) relating to patient safety.

Recommendation 3

ONC should work with the private and public sectors to make
comparative user experiences across vendors publicly
available.
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Recommendation 4

The Secretary of HHS should fund a new Health IT Safety
Council to evaluate criteria for assessing and monitoring the
safe use of health IT and the use of health IT to enhance
safety. This council should operate within an existing
voluntary consensus standards organization.

Recommendation 5

All health IT vendors should be required to publicly register
and list their products with ONC, initially beginning with EHRs
certified for the meaningful use program.
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Recommendation 7

The Secretary of HHS should establisha mechanism for both
vendors and users to report health IT-related deaths, serious
Injuries, or unsafe conditions.

a. Reporting of health IT-related adverse events should be
mandatory for vendors.

b. Reporting of health IT-related adverse events by users
should be voluntary, confidential, and nonpunitive.

c. Effortsto encourage reporting should be developed, such
as removing the perceptual, cultural, contractual, legal, and
logistical barriers to reporting.
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Reporting Collecting Aggregating, Analyzing, and Investigating Disclosing

Aggregate

User Reports Vendor Reports

Users

- Researchers

Vendors Collecting Reports - Consumers
(Mandatory) Body

Investigate

Adverse Events and Provide
Unsafe Conditions Feedback
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Recommendation 9

a. The Secretary of HHS should monitor and publicly report
on the progress of health IT safety annually beginning in
2012. If progress toward safety and reliability is not
sufficient as determined by the Secretary, the Secretary
should direct the FDA to exercise all available authority to
regulate EHRSs, health information exchanges, and PHRs.

b. The Secretary should immediately direct the FDA to begin
developing the necessary framework for regulation. Such
a framework should be in place if and when the Secretary
decides the state of health IT safety requires FDA
regulation as stipulated in Recommendation 9a above.
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Recommendation 10

HHS, in collaboration with other research groups, should
support cross-disciplinary research toward the use of health
IT as part of a learning health care system. Products of this
research should be used to inform the design, testing, and
use of health IT. Specific areas of research include:

a. User-centered design and human factors applied to health
IT,

b. Safe implementation and use of health IT by all users,
c. Sociotechnical systems associated with health IT, and

d. Impact of policy decisions on health IT use in clinical
practice.
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Summary

= Health IT has clear and demonstrated potential to
Improve patient safety; it also can cause harm. Current
literature is inconclusive regarding the overall impact of
health IT on patient safety

= All stakeholders, including the private and public
sectors, must coordinate efforts to increase our
understanding of risks associated with health IT and
Improve its safe design, implementation, and use
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Particular Messages for Nursing from
Report

« Cross-disciplinaryuse key
« User-centered design
 Attentionto human factors
- Safe implementation and use
* Vendors need to be engaged with respect to design,
iterative refinement for safety
« Some vendors have engaged in practices whichresult in
suppression of discussion of safety issues—that is not
tolerable and the situation needs to change
* Immediate regulation by FDA of software was not
recommended by the committee, but remains an option in
the near term if industry does not respond
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Particular Messages for Nursing More
Broadly

* In atime of major change now
* EHRs being widely adopted
» Healthcare reform
* Tools for nurses still not great
 Clinical decision support
 Clinical documentation
« Handoffs
- Care coordination and care plans
« Improving systems will require contributions from all
providers
* Nursing informaticians will have particular impact
« Huge opportunity for the profession to contribute, take
charge!
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http://www.iom.edu/hitsafety

